[Ipunoxenue 2
K 00s13aTesibHON nH(popMalmu
JUISL pa3MelieHus Ha caiite

UHPOPMAULNOHHAA ITAMSITKA
JUIS OBYYAIOIUXCSL JLISI PASMELIILEH NS
HA O©OUUHUAJIBHBIX HHTEPHET-PECYPCAX

C KaX/IbIM TOZIOM MOJIOJIEKHM B MHTEPHETE CTAHOBUTHLCS OOJIBILIE, a IIKO/Ib-
HHKH OJHH M3 CaMbIX aKTUBHBIX I0JIb3oBaTeiledl PyHera. Mexay TeMm, NOMUMO
OrPOMHOI'0 KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HEeCeT U npobdieMsl. Jta namsT-
Ka JIO/KHA NOMOYb TeO¢ 0€3011aCHO HAXOMTLCS B CETH.

KoMnbiorepHbie BUPYCEI

KomiiptoTepHblii BUpYC - 2TO pa3sHOBM/IHOCTH KOMIIbIOTEPHBIX MPOIPamMM,
OTJIHYHTENILHOH 0COOCHHOCTBIO KOTOPOI ABJIACTCA CIIOCOOHOCTD K Pa3MHOKCHUIO,
B JjionosineHHe K 9T0My, BUPYChI MOTYT MOBPEJIUTE UITH MOJHOCTBIO YHHYTOKHTE
Bce Gailyibl ¥ JaHHbIC, MOAKOHTPOJIBHBIC MOJIB30BATENO, OT UMEHH KOTOPOIo Oblid
3anyleHa 3apakeHHas NporpaMma, a TaKKe MMOBPCAUTHL HIIM JAKE YHHUYTOXHUTEH
OIepallMOHHYIO0 CUCTEMY CO BceMH (ainamu B ueioM. B GonbumHcTBe Ciydaen
pacnpoCTPaHsIOTCS BUPYChl Yepe3 HHTEPHET.

MeTo /bl 3aLUKUTEI OT BPEJAOHOCHBIX [IPOIPAMM:

1. Mcrionb3yil COBPEMEHHbIE ONECPALMOHHBIE CUCTEMbl, UMEIOLIHUE CEpPbe3-
HBIM YPOBEHb 3aLUTEI OT BPEJOHOCHBIX [IPOIPAMM;

2. IlocTosanHo ycraHaBauBaid na4ytu (LUQpoOBbIC 3aMJIaTKH, KOTOPbIC aBTO-
MaTHYCCKH YCTAHABIHUBAIOTCA C LEJbIO J0padOTKH IPOTPaMMBbl) U JIpyIUue 0OHOB-
JIeHHs CBOEH orepallioHHod cucrembl. CKauMBad MX TOJABKO ¢ O(HUIMAIBHOIO
caiita paspaborunka OC. Eciu cyuiecTByer pexum aBTOMATHYeCKOro oOHoBIIe-
HUS1, BKJIIOYH €ro;

3. Paboraii Ha cBOeM KOMIILIOTEpE 1101 [IPaBaMH [10J1b30BaTEIIs, a HE aIMHU-
HHUCTPaTopa. ITO HE MO3BOJIMT OOJBUIMHCTBY BPEIAOHOCHBIX 11POIPAMM HHCTA/LIK-
pPOBAaTLCS HA TBOCM MEPCOHAIILHOM KOMITBIOTEPE;

4. HMcnonb3yil aHTHBHUPYCHBIE IPOIPAMMHBIE POJIYKTHI M3BECTHBIX MPOU3-
BOJMTEIICH, ¢ aBTOMAaTHYECKUM 0OHOBIIeHUEM 6a3;

5. Orpannub GU3MYECKUI JOCTYII K KOMIIBIOTEPY JUIS [IOCTOPOHHUX JIMLL

6. Mcnonp3yil BHeIIHHE HOCHTEIH MHQOPMALMK, TAKHUC KaK (UICIIKA, THCK
UK (aiil U3 HHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX UCTOUYHUKOB;

7. He orkpbiBaii KomIbiOTepHble (aiiibl, OJYUYCHHbIC W3 HEHA/IGKHBIX HC-
TOYHHUKOB. [lake Te (aiiibl, KOTOpbIE NpHCIal TBOH 3HaKoMbIi. Jlydiue yrounn y
HETo, OTIIPaBJIsI JIn OH Tebde HX.

Ceru WI-FI

Wi-Fi - 910 He BuJ nepeadu JJaHHBIX, HE TEXHOJIOTHS, @ BCEr'o JIMIIL DpeH/I,
mapka. Eue B 1991 roay Huacpiaanackas KOMIIAHWS 3aperucTpuposaia OpeH]l



"WECA", uro obosnauano cnoocoyeranne "Wireless Fidelity", koropblii nepe-
BOJIMTCS Kak "OecrnpoBojHasi TOYHOCTS".

Jlo Hawero BpeMeHH Aoma apyras abopesuarypa, KoTopad sBiseTcs TaKoi
Ke TexHosjoruei. Dro abOpesmarypa "Wi-Fi". Takoe nassanue ObUIO 1aHO C
HAMEKOM Ha CTaHJapT BRICIIECH 3ByKOBO# Texuuku Hi-Fi, uto B nepesojie o3nayda-
eT "BbICOKAs! TOYHOCTB".

Ja, GecnnaTHBIN MHTEpHET-TOCTYI B Kade, OTeINdX U adpollopTax ABISeTCs
OTJIMYHOM BO3MOKHOCTBIO BbIXO/Aa B MHTepHeT. Ho MHOrMe JKCHepThl CUHTAIOT,
yto oduiegoctynHbie Wi-Fi cetu He sBisi0TCs 6€30MaCHBIMM.

Cogertsl 110 6ezonacuocT paboTel B 00UIEAOCTYITHLIX ceTsax Wi-fi:

1. He nepenasaii cBoio nuunyio uapopmaliuio depes oouenocrynisie Wi-Fi
ceTu. Paboras B HYX, KenaTe/IbHO HEe BBOJAUTHL 11APOJIM JOCTYIIA, JIOTHHBI M KaKue-
TO HOMEpa;

2. Mcnons3yii 1 00HOBIISH aHTUBUPYCHBIE IIPOIpamMMbl U Opanmayep. Tem
caMbIM Thbl 0D€30MacuIlb ceOsl OT 3aKaYKK BUPYCd HA TBOE YCTPOHCTBO;

3. Ilpu ucnonszosanuu Wi-Fi orkmoun dynkumio "OOunii jgocryn x daii-
aam u npuHrepam”. Jlannas QyHKUMs 3aKpbiTa 110 yMOJIYAHHIO, OJHAKO HEKOTO-
pbIC MOJIB30BATEIIH aKTHBUPYIOT €€ JuIs yj100cTBa MCI0/Ib30BaHus B paboTe Uil
yuele;

4. He wucnonpsyi nyOnuuneid WI-FI juia nepepays JudHbIX JJaHHBIX,
HarpuMep JUIS BbIXO/1a B COLMANBHBIC COTH HIIH B 9JICKTPOHHYIO [OYTY;

5. Mcnonb3yit TosbKO 3amuuieHHoe coequnenne yepe3 HTTPS, a ne HTTP,
T.e. Ipu Habope Beb-aapeca BBOIK uMeHHO "hitps://";

6. B moOmibHOM Teneone orkioun Gpyukiuio "Tojkiouenue k Wi-Fi aB-
ToMatrdeckn". He momyckail aBroMarn4eckoro MOAKJIIOYEHUs YCTPOHCTBA K Cce-
sM Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTr

CouuanpHbIe CETH aKTHBHO BXO/AT B HALLLY JKH3Hb, MHOI'HE JIIOJH paboTaior
H XKHUBYT TaM [TOCTOSIHHO, a B Facebook yixe 3apeructpuposan MH/UIMAP/L YeI0BEK,
9TO SABJIAETCH OJHOM CE/(bMOH BCeX KMTe/IeH 1y1aHeTbl. MHOrHE 110J1630BaTC/IM HE
MOHUMAIOT, YTO WH(pOpMallMs, pa3MelICHHAad UMH B COLMAJIBHBIX CETAX, MOXKET
OBITH Haﬁﬂcua Hn HMCII0JIB30BaHa KEM YIOJAHO, B TOM 4HHC]IE HE o0Os3areapHo ¢ Ona-
'HMH HAMEPEHHAMH.

OcHoBHbIe COBETHI 110 0E30MACHOCTH B COLIUANBHBIX CETAX:

1. Orpanuub criucok Jipysei. Y Te0s B JIpYy3bsX HE JIOJIKHO OBITH ClIy4aii-
HBIX M HE3HAKOMBIX JIIO/ICH;

2. 3amMiai cBoro 4acTHYIO u3Hb. He yKasbiBaii naposiu, rejiedonsl, ajipe-
ca, JlaTy TBOEro POXKJICHUS W APYIYIO JHYHYK HHOOpMALHIO. 3I0YMBILLICHHUKH
MOTYT HCII0JIb30BaTh Jake UHMOPMALHIO O TOM, KaK Thl U TBOM POJUTEIHN IJIAaHH-
PYETE MNpOBECTH KAHWUKYIIbI,

3. 3amMinai cBOK penyTanuio - JIepKH ee B HUCTOTe W 3ajaBail cebe BO-
npoc: xorell Obl Thl, YTOOBI JIpyrUe Moab30BaTEIM BHICIH, YTO THI 3arpyskaecius?
[loymaid, npexjie yem 4To-T0 OryOIMKOBATh, HAIIUCATD H 3aIPy3UTh;



4. Ecau Tbl rOBOPHILL C MIOJBMH, KOTOPBIX HE 3HACIb, HE UCIMONIB3YH CBOE
peanbHOe UMS U APYTYIO JIMYHYI0 MHGOpPMALIMU: UMS, MECTO XKUTEJIbCTBA, MECTO
y4eObl U npouee;

5. U3beraii pa3zmemenus ¢pororpaduii B8 Murepuere, riae bl u300paxed Ha
MECTHOCTH, [10 KOTOPOH MOKHO OIPE/IC/IUTEL TBOEG MECTOIOI0KEHHE;

6. Ilpu perucrpauuu B COLUAIBHON CeTH HEODXOAMMO MCIIOIB30BATH CIOK-
HbIE MApOJH, COCTOALINE U3 OYKB U LIH(P K C KOIHYECTBOM 3HAKOB HE MeHee §;

7. Jnd COMMAIbHOM CETH, MOYThl U JPYI'HX CAHTOB HEOOXOAMMO HCIIOJbL30-
BaTh pasHble napoiau. Torpa ecian teds B3/10MAIOT, TO 30YMbBILUICHHHKH 110JIy4aT
JOCTYI TOJIBKO K OZJHOMY MeCTy, a He BO Bce cpasy.

DICKTPOHHBIE JAEHbIH

DIIEKTPOHHBIE JICHBIH - 9TO 04YCHb YA0OHDIH Cr10co0 ruiaTexKei, 0JIHAKO Cy-
LIECTBYIOT MOIICHHUKH, KOTOPbIC XOTAT IOJLYUHTh ITH JACHBIH.

DJICKTPOHHBIC JACHBI'M 1I0ABH/IMCH COBCEM HEJIABHO H MMCHHO M3-3d YTOr0 BO
MHOI'MX T'OCYZapCTBax 0 CHUX I10p HE NPOIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun e oHHM QyHKUMOHHPYIOT M 0 HEX YK€ MPOIUCAHO B 3aKOHE, I/e
MX pa3feAlOT Ha HECKOIbKO BMJIOB - AHOHHMMHBIE W HE aHoHMMHble. Pa3Huua B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NPOBOAUTD onepanuu 0es3
UIEHTH(UKAIIMK TIONH30BaTENs, 8 B HEAHOHUMHBIX HJICHTH(UKALIUS MOIH30BaTe1s
ABIIACTCS 00sA3aTCIBHOI.

Taxoke ciaeayer paznuyaTh IEKTPOHHBIC QUATHBIE ACHBIM (paBHBI rocyaap-
CTBEHHBIM BaJIOTaM) M JJICKTPOHHbIC HeduaTHbIC IEHbIM (HE paBHBI rocylap-
CTBEHHBIM BaIIOTaM).

OcHoBHbIE COBETHI 110 Oe30MacHoi padore ¢ NICKTPOHHBIMU JICHLIAMMU:

1. IlpuBsixku x cuery MOOWIBLHBIA TeseoH. ITO caMblid y100HbIH U ObICT-
pBIH C110CO0 BOCCTAHOBHTE JIOCTYN K cueTy. [IpuBsizanubiii TeseoH HOMOXKET, ec-
an 3a0y/ielib CBOW IJIATEKHBLIA 1ApoJib MJIM 3aijellb Ha CaWT ¢ HE3HAKOMOI'O
yCTpOMCTBa;

2. Mcnonp3yit oxnopasosbie naposu. [lociae nepexojia Ha ycuieHnunylo apro-
pu3anuio Tebe yxke He OyJeT yrpoKarh OIIaCHOCTL Kpaku MIIM liepexsara IL1aTex-
HOT'0 Mapos;

3. BpiGepu cnoxublii napoub. llpectynnukam Oyjaer HE HpoOCTO yraaarhb
CIIOKHBIH Mmapoutb. Hajiekupie naposiu - 9To mapoiay, KOTOPbIe COACPIKAT e MeHee
8 3HAKOB M BKJIIOYAIOT B ce0si CTPOYHbIE U IPONHUCHBIE OYKBbI, LU(PBI U HECKOJ1b-
KO CHMBOIIOB, TaKME KaK 3HAK /joJuiapa, QyHTa, BOCKIMIATCIBHBIN 3HAK U T.IL
Harnpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIC JaHHBIC HA caiTaX, KOTOPbIM HE JIOBEPsCLb.

DNeKTpOHHAs! 104YTa

DJIEKTPOHHAS! 1104Ta - HTO TEXHOJIOIUS U IPEJLOCTABINEMbBIE €0 YCIYId 110
IIEPEChIIKE M [10JYHEHHMIO JIEKTPOHHBIX COOOLIEHUH, KOTOPbIE PaCIIPEAe/AI0TCH B
KOMIILIOTEPHOH ceTH. OOBIYHO 2JIEKTPOHHBIA IOYTOBLIA ALIMK BbINIA/MT CIE/LYy-
oMM OGPHBOM: WM NMOJB30BaATeIs((UHMA  JJTOMEeHa. Tawxe KpomMme repe/iadi rnpo-
CTOTO TEKCTa, UMEEeTCS BO3MOKHOCTE NepeiaBaTs (haisnl.

OcHosble COBETDI 110 0€3011aCHOH paboTe ¢ MIEKTPOHHOU HOYTOH:



1. Hago BeIOpars mnpaBMIIBHBIH NOYTOBBIH cepsuc. B uurepuere ecrob
OI'POMHBIN BBIOOP OeCIUIaTHBIX [IOYTOBBIX CEPBUCOB, OIHAKO JIyHIlIe JOBEPSITH TEM,
KOI'o 3Haelllb U KTO NePBLIA B pEHTHHTIE;

2. He ykasbiBaii B IM4HOI royTe JIMUHYI0 uHpopmanuio. Harpumep, snyuiie
BbIOpaTh "My3biKalbHbIA (anat@" uian "pok2013" Bmecto "remal3";

3. Mcnosb3yi ABYXOTAIHYIO0 aBTOPU3AIMIO. DTO KOIJIA ITOMHUMO [1apoJis
HYKHO BBOJIMTL KOJI, TpUCHLIaeMbli 1o SMS;

4. Bpibepu cloKHbIH Maposb. [ Kaxk/ioro o4ToBoro siiuKka J0KeH 0biTh
CBOM HA/IEKHBIM, YCTOWYHBBIH K B3JIOMY [1ap0Jib;

5. EciM ecTh BO3MOXHOCTL HAIMCATL CAMOMY CBOM JIMYHBIH BOIIPOC, MC-
10JIb3YH 3TY BO3MOKHOCTD;

6. Mcnonb3yi HeCKoNbKO NMOYTOBBIX SIUUKOB. [lepsbii s yacTHOH nepe-
MMUCKHU C aJpecaTaMu, KOTOPLIM Thl J0BEpsCllb. DTO JIEKTPOHHBINA ajpec He Hallo
MCIOJIb30BaTh MPU perucTpaluu Ha popymax u cairax;

7. He orkpbiBaii (aiiyibl U Jpyrue BIOKEHHS B MUCbMAaX, Jaxke SCIH OHH
NPUIUIA OT TBOMX JApy3el. Jlyulie yTo4HU y HUX, OTHPAaBISUIM 1M OHU Tebe 2TH
Gbaiibl;

8. Ilocie okoHyanust paboTbl HA [IOYTOBOM CEpBHMCE I[epe/l 3aKpbITHEM
BKJIQJIKU C calToM He 3a0yib Haxarh Ha "Boridru".

KubepOy it Hiln BUPTYalIbHOE M3/1eBaTeIbCTBO

KubepOysuunr - npecnejoBanyue COOOMICHUSIMH, COACPKAUIMME OCKOpOIIe-
HHSl, arpeccHIo, 3allyrMBaHUe; XyJIUraHCTBO; COUMalbHOEe DOHKOTHPOBAHHUE C TIO-
MOLIBIO Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHosHble coBeTsl 110 GopsOe ¢ KnGepOyIIMHIOM

1. He ©pocaiics B 60it. Jlyuminit criocod: nmocoBeroBarsest Kak ceds BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTHUThCS, TO BHa4ajle yCHOKOUThCH. Eciu T
Ha4HEeUb OTBEYaTh OCKOPOICHUAMH Ha OCKOPOJICHMs, TO TOJbKO euie Oouiblie
pa3oioKelllb KOH(IUKT,

2. Ynpasnusii cBoeit kubeppelryraiuei;

3. AHOHMMHOCTE B ceTH MHHUMas. CyLecTBYIOT CrocoObl BBISACHUTL, KTO
CTOMT 32 QaHOHMMHBIM aKKayHTOM;

4. He crodT BecTH XYJIHTaHCKHI o0pa3 BHpTyabnoi skusnu. Mnarepuer
(HUKCHpYeT BCe TBOM JCHCTBHA WU coXpaisieT UX. YaluThb ux Oyjer kpaiiie 3a-
TPYAHHTEIBHO;

5. Cobmonait CBOIO BUPTYAIBHYIO YECTH CMOJIOY

6. Urnopupyii eauHuunbiid HeratuB. OHOpa3oBble OCKOpOUTENIbHBIE CO00-
IEeHUA Jiydlle UrHopupoBaTh. OOBIYHO arpeccust IPeKpalaeTesi Ha HadajabHON
CTaJIuH,

7. ban arpeccopa. B nporpammax oOmMeHa MIrHoBeHHbIMH COOOLEHUSIMU, B
COLHaJIbHBIX CETAX €CTh BO3MOKHOCTb 6J10KHPOBKH OTIIpABKH CUDGLUGHHI‘& C olIpe-
IEJICHHBIX a/pecos;

8. Ecimm TBI cBHzeTenb kubepOylunara. TBoW nelcTBUs: BLICTYIHTEL [POTHB
npeciepoBaTerns, oKas3aTk eMy, 4T0 ero JACHCTBHs OIICHUBAIOTCS HCIATHBHO, I10]1-
JIepXKaTh JKEPTBY, KOTOPOH HY)KHA ICHXO0JIOIMYECKas MOMOIlb, COO0IUTL B3pOC-
JIBIM 0 (haKTe arpecCUBHOIO MOBEJAEHHS B CETH.



Mobunsuplit Tenedon

CoBpeMeHHbIe CMapT(OHBL U IIAHILIETHE COZEPIKAT B ce0e BIOJIHE B3POCIBLI
bYHKLHOHA!, ¥ Ternepb OHH MOI'YT KOHKYPHPOBATH CO CTALMOHAPHBIME KOMITBIO-
repamu. OnHAKO, CPeJICTB 3aIMThI JUIs [10J00HBIX YCTPOHCTB MOKa 04eHb MaJIo.
Tecruposanme u NOMCK yA3BUMOCTEH B HUX [IPOMCXO/IMT HE TAK HHTCHCHBHO, KAK
aist TTK, 10 ke camoe kacaeTcst 1 MOOHIIBHBIX [IPUIIOKEHUI,

CoBpemenHble MOOHIIbHBIE Gpay3epbl yiKe NPAKTHYECKH JOrHAJIH HACTOIb-
HbIE AHAJIOrM, OJIHAKO paclIMpeHue (YHKIMOHAMA BieYeT 3a co00i 00JbLIyIo
CIIOKHOCTb W MEHBIIYIO 3alIUILICHHOCTb.

J_L':UIEKO HE BCE [IPOM3BOJIMTEIIH BBIITYCKAaKOT OﬁllUBJl[‘.‘IIHﬂ, 3AKpLIBaroUIHe
KPUTHYECKME YSI3BHMOCTH /ISl CBOMX YCTPOHCTB.

OcnosHble coBeTbl JUIs 0€30I1aCHOCTH MOOHIIBHOIO TesledoHa:

Huuero ne sBisiercs no-nacrosimiemy GecratubiM, Byib octopoxken, Be/ib
Koraa tebe npemiaraloT GecriaTHbIA KOHTEHT, B HeM MOTYT OBITh CKPBITHI KaKue-
TO IJIATHBIE YCIIYTH;

Jymaii, nmpexae 4em otrpaButb SMS, dorto win Bugeo. Thl TOYHO 3HACIID,
rae onu 6yayT B KOHCYHOM urore?

Heobxoaumo 00HOBISITL 0NEPALIMOHHYIO CUHCTEMY TBOCIO cMapT(oHa;

Hcnonp3yit aHTuBHPYCHbIC [IPOIPAMMBI JUIS MOOMITBHBIX Tele(OHOB;

He sarpysxail mpuiioKeHnus OT HEH3BECTHOIO MCTOMHHKA, BCAb OHM MOIYT
COJIepIKaTh BPEJOHOCHOE IIpOrpaMMHOe obecrieuenme;

ITocne TOro Kak TeI BBIfZlelIb ¢ caliTa, rjie BBOJMII JIMYHYIO HH(OPMAIKIO,
3ai/lu B HacTpoiKky Opay3epa u yaainu cookies;

Ileprosnyecku 1poBepsii, Kakue IUIaTHbIC YCIyI'd aKTHBUPOBAHBI HA TBOEM
HoMepe;

Hasaii cBOH HOMEpP MOOWIBLHOIO TejedOHA TOILKO JIHOJAAM, KOTOPBIX Tbl
3HaCllb H KOMY JJOBEpsielllb;

Bluetooth goimken ObITh BBIKIIOUYEH, KOIJIA Thl UM He [0JIb3yewbes. He 3a-
ObIBalt HHOT 1A TIPOBEPSTH ITO.

Online urpsi

COBpEMEHHBIE OHJIAHH-UIPBI - 9TO KPACOUYHbIE, 3aXBaTHIBAIOLIKE pa3Bicye-
HHA, 06'I:|eJ.IP‘IHH}0U_IHe COTHH TbICAY YC/IOBEK I10 BCEMY MHpPY. [/[I’pOKId HCCJICAYIOT
JAQHHBIH UM MHP, 00LIAIOTCA JAPYT C JPYrOM, BBUIOJIHAIOT 3a/aHusl, CPakaloTcs ¢
MOHCTpamMH M I10JIy4alOT ONbIT. 3@ y/IOBOJILCTBHE OHHU IUIATST: HOKYIAIOT JIMCK,
OIJIa4YuBaKOT AOOHEMEHT HIIH IIPUOOPETAIOT KAKHE-TO OITIHH.

Bce ati cpeicTBa uayT Ha NOAJepKAHUE U PA3BUTHE UIPbL, 4 TAKKE HA CAMY
0e30MacHOCTh: COBEPILEHCTBYIOTCS CHCTEMbl ABTOPU3ALIMH, BBLINYCKAIOTCS HOBBIC
naT4u (LHGPOBbIE 3aIUIATKH /1A [IPOrPaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 10g0o0HBIX MIPax CTOMT OlACaThess HE CTONBKO CBOMX COIEPHHKOB,
CKOJIBKO Kpa@KW TBOECI'O [apoJ/isi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPH3AlMH
OOJIBLIMHCTBA UIP.

OcHOBHBIE CORETEI rmo De30IMacHOCTH TBOEI0 HI'POBOIO AKKdyHTA!

1. Ecim apyroii urpok Bejer ceds miioxo Wi co3naer tebe HCIIPUSITHOCTH,
3a0JI0KHpY#1 €ro B CIIMCKE UIPOKOB;



2. Toxanyica aAMHHHCTPATOPAM WIPbl HA TUIOXOC MOBEACHHE TOr0 MIPO-
Ka, KeJaTeJIbHO MPHIIOKUTE KaKHe-TO JI0Ka3aTe/bCTBa B BU/IE€ CKPUHOB;

3. He ykaspiBaii 1uunyio uadopmaliinio s npodaiie urpbl;

4. YBaxai Ipyrux y4acTHHKOB 10 HIPE;

5. He ycranasinuBai HeoQuiMansHeIe MATYH U MOJLLL;

6. Micrions3yil ciioXHbIE U pa3Hble [APOJIK;

7. laxxe BO BpeMsi UIpbl He CTOMT OTKIOYarh aHTuBupyc. [Toka Twl urpa-
ellb, TBOH KOMIIBKOTEP MOI'YT 3apa3uTh.

DUIIKHHT WK KpaXka JIMYHBIX JaHHbIX

OObr1Ho#H Kpameﬁ ACHEr B JIOKYMCHTOB CCro/JiiA YIiKC HHKOIO HC YIHWBHIID,
HO ¢ PasBHTHEM HHTCPHET-TEXHOJIOIMH 3JI0YMBILILIEHHUKH [1€PEMECTHIHCh B HH-
TEPHET, U IPOLOJIKAIOT 3aHUMATHCS " IIOOUMBIM" JI€JIOM.

Tak nosBuiace HOBasi yrposa: MHTEPHET-MOLUEHHHYECTBA WJIH (DHILKHT,
rJIaBHAas 1eb KOTOPOIro COCTOMUT B IOJIy4EHUU KOH(UISHIIMATBHBIX JTAHHBIX T0J1b-
30BaTeNIeH - JIOrMHOB M naposeid. Ha anrnuiickom a3bike phishing uuraercs kak
¢uumnr (ot fishing - pui6nast nons, password - naposs).

OcHosHble coBeTbl 110 6oppde ¢ Gummurom:

1. Cneau 3a ¢BOMM aKKayHTOM. ECJM Thl I0J03peBacilb, YTO TBOS AHKCTa
Obli1a B3JIOMaHa, TO HEOOXOUMO 3aDJIOKHPOBATH C¢ U COOOIIMTH aJAMUHUCTPATO-
paM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Ucnone3yii 6e3omnacubie BeO-caldThl, B TOM YHUC/IE, HHTEPHET-MAra3uHOB U
[IOMCKOBBIX CHCTEM;

3. Hcnone3y#t cioxHble W pasHble napoin. Takum oOpazom, eciin Teds
B3JIOMAIOT, TO 3JIOYMBIIUJIEHHUKH [TOJIY4aT JOCTYIl TOJbKO K O/IHOMY TBOEMY [PO-
G0 B ceTH, a He KO BCeM;

4. Eciu Teds B310OMaIH, TO HEOOXOAMMO HPEAYIPE/AUTL BCEX CBOUX 3HAKO-
MbIX, KOTOpble 100aBjieHbl y Te0s B Jpy3bsX, O TOM, 4TO TeOs B3/I0MaId U, BO3-
MOIKHO, OT TBOEro MMeHH Oy/eT pacchUIaThCsA CIIaM M CCBUIKM Ha (DUILHHIOBBIC
CAnTHhl;

5. YcranoBu HaznexHslit naposis (PIN) na MoOuibHBL TenedoH;

6. OTioun coxpaneHue naposs B Opaysepe;

7. He orkpoiBail ¢ailnbl M Jpyruc BIOKCHHUSA B IHCbMAx, JIakKe CCJIH OHH
NPHLUUIH OT TBOMX Apy3cH. Jlydiie yTOYHH y HHX, OTIPaBISIN JIK OHH TeOC 2TH
thaitnel.

[ludposas penyraims

[ludporasi penyranusi - 9T0 HeraTUBHAS HJIM [IO3UTHBHAS WHOPMAIHs B
cetd o Tede. Komnpomerupyrtouast uudopmarusi, pazMerieHnas B uurepuere, Mo-
XKET Cepbe3HbIM 00pa3oM OTPa3sUTbCA Ha TBOeHd peanbHOM xu3Hu. "L{udposas pe-
nytanusa" - 3T0 TBOW HMMHK, KOTOPbIH Gopmupyercs u3 uHpopmauuu o tebe B
WHTEPHETE.

TBOE MeCTO KUTEJNbCTBA, Yuelbl, TBOE GUHAHCOBOE MOJIOKECHHUE, 0COOEHHO-
CTH XapaKTepa H pacCKasbl O OJIM3KHUX - BCE DTO HAKAIJIMBACTCH B CETH.

MHorue noJpocTKH J1€rKOMBICIIEHHO OTHOCSTCS K [yOJIMKaUMH TMHHOW MH-
(Gopmaunu B MHTepHETE, HE MOHHUMAas BO3MOKHBIX HOCICACTBHH. Tbl paxe He



CMOJKEUIb JIoralaThes 0 ToM, 4To (ororpadusi, pasMelleHHas S5 JIeT Ha3ajl, craja
IIPUYMHOMN OTKa3a NpUHSATL TeOs Ha padoTy.

Kommenrapuu, pasmenienue TBoux (Gororpadpuii u gpyrue AeicTBHs MOTYT
HE HCYE3HYTh J@Xe I10CJie TOro, KaK Thl UX yAauuiib. Tl HE 3HacHIb, KTO COXpa-
HUJT 3Ty MH(OpPMALKIO, 11011a/1a JIM OHA B IIOMCKOBBIC CHCTEMBI H COXPAHMIIACH JIH
OH4, a JIaBHOE: YTO IOAYMAIOT O Tede OKpYy:KalollHe JTI0AH, KOTOpPbIC HAHIAYT M
yBUIAT 3T0. Halitu uHopmanmio MHOro Jer crycts cMoxkeT JH000M - kak U3 100-
PbIX MOOYXICHHH, TAK ¥ ¢ HAMEepeHHEeM [PUUUHUUTL BPEI. IDTO MOXKET ObITh KTO
YTOJHO.

OcCHOBIILIE COBETDI 110 3allMTe lIl-I(])pOBOf‘i penyTalmm:

1. Iojymaii, npesxje yeM 4To-To My0JIMKOBATh U Niepeaasars y cebs B Giore
WJIM B COLIMAJIbHOM CeTH;

2. B Hactpolikax npoduis YyCTaHOBH OrPaHHYCHMs HA [IPOCMOTP TBOEro
MPOQUIISA U ero COLEPHUMOTro, CACIall €ro ToNLKO "ist Jpy3en";

3. He pasmemail ¥ He ykasbiBail HHGOpPMALKIO, KOTOPask MOKET KOIro-1mbo
OCKOPOJISATH WM O0OHIKATD.

ABTOPCKOE I11paBo

CoBpeMEHHEIC LIKOJbHUKM - AKTHBHLIE [10Jb30BaTesd HUQpoBoOro mpo-
crpancTBa. OIHAKO 1aJIeKO HE BCe 3HAIOT, YTO ITOJIB30BAHUE MHOTHMH BO3MOKHO-
CTAMM UU(POBOro Mupa TpeOyeT cOOMOICHMs TIPaB Ha MHTEILIEKTYalIbHYIO cO0-
CTBEHHOCTb.

Tepmun "uHTeIEKTYaIbHAS COOCTBEHHOCTE" OTHOCHTCS K Pa3IUYHBIM TBO-
peHUSIM YeJIOBEYECKOI0 yMa, HaYMHAas ¢ HOBBIX M300peTeHHMi M 3HAKOB, 0003HA-
HAIOHMX COOCTBEHHOCTH HA MPOAYKTBI M YCIYI'H, M 3aKkaHuuBas KHuramu, Goro-
rpadusMy, KHHO(PHIBMAMHK M MY3bIKQJILHBIMH TTPOH3BE/ICHUAMHU.

ABTOpCKHE IIpaBa - 9TO INpaBa Ha HHTEJUICKTYaIbHYIO COOCTBCHHOCTL Ha
NPOU3BEACHUS HAYKH, JIMTEPATypPbl U MCKyCCTBA. ABTOPCKHE 11paBa BbICTYNAIOT B
Ka4eCTBEe rapaHTHH TOIO, YTO HHTEJUICKTYAIEHBIH/TBOPHYECKHI TPyl aBTopa He Oy-
JIeT HallPacHLIM, JIACT €My CIIPaBe/l/IMBbLIE BO3MOXHOCTH 3apaboTaTh HA pe3yibTa-
Tax CBOEro Tpy/la, MOJYYUTh U3BECTHOCTh U npusnanue. Hukro 6e3 paspeluenus
aBTOPA HE MOKET BOCIIPOM3BO/IUTEL €r0 IPOU3BE/JIEHHE, PACIIPOCTPaHSITh, 1y0I1Y-
HO ACMOHCTPHPOBAaTb, Ipo/jaBarhb, MMIIOPTHUPOBATD, 1IYCKATh B 11pOKAatl, l]_\‘GJlH‘-IHU
UCIIOJIHATE, [IOKAa3bIBATL/UCIIOIHATE B d9(pUpe win pasmeutars B Murepuere.

Hcnons3oBanue "nuparTckoro” mporpaMMHOIo oOecriedeHus MOKET MpUBe-
CTH K MHOI'MM PHCKaM: OT IOTEPH [aHHBLIX K TBOHM aKKayHTam 10 GJOKHPOBKH
TBOEr0 yCTPOMCTBA, r/le yCTaHOBJICHA HelerajibHas nporpamma. He crour takxe
3a0bIBaTh, YTO CYILECTBYIOT JIerajlbHble M OeclulaTHBIC HPOIrPaMMBbl, KOTOPBIC
MOYKHO HAlWTH B CCTH.

O nopraine

CereBHYOK.p() - TBOMA [VIABHBIA COBETYMK B CETU. 3/1€Ch Thl MOKEIIb Y3HATh
0 0€301acHOCTH B CETH MNOHATHLIM M AOCTYIHBIM S3BIKOM, @ IIPH BOSHHKHOBCHHH
KPHUTHYECKOH CHTyal[MH OOpaTHThCS 3a COBETOM. A TakKKe IPHHATH y4acTHE B
KOHKYpPCax ¥ CTaTh CaMbIM IIH(DPOBBIM I'Pask/JaHUHOM!



